UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIiA VIET NAM

XA TIEN NONG Doc 1ap - Tw do - Hanh phiic
S: 20 /KH-UBND Tiéen Nong, ngay 21 thang02 nam 2024
KE HOACH

Thyc hién bao dam an toan thong tin mang va trién khai cac hoat dong irng
ciru swr ¢d an toan thong tin mang trén dia ban xi Tién Nong

Thuc hién Chi thi s6 13/CT-UBND, ngay 04/11/2022 cua Chu tich UBND
tinh vé viéc day manh bao dam an toan thong tin mang va trién khai cac hoat
dong tmg ctru sy ¢b an toan thong tin mang trén dia ban tinh Thanh Hoa;

UBND Xa T1en Noéng ban hanh Ké hoach thyc hién bao dam an toan
thong tin mang va trién khai cac hoat dong ung curu su ¢ an toan thong tin
mang trén dia ban x4, cu the nhu sau:

I. MUC PiCH, YEU CAU

1. Muc dich

Bao dam an toan thong tin cho cac hé thong thong tin quan trong trén dia
ban x4; bao dam kha nang thich mg mot cach chu dong, linh hoat va glam thiéu
cac nguy co, de doa mat an toan thong tin trén mang; dé ra cac giai phap tng
pho khi gap su co mat an toan thong tin mang.

Tao chuyen bién manh mé& trong nhan thic vé an toan thong tin d6i voi
luc lugng cong chirc, nguoi lao dong hoat dong trong co quan hanh chinh nha
nudc.

Bio dam cac ngudn luc va cac diéu kién can thlet dé san sang trién khai
kip thot, hi¢u qua cac phuong an tmg ctru khan cap su ¢6 an toan thong tin mang
trén dia ban xa.

2. Yéu ciu

Thuyc hién khao sat, danh gla cac nguy co, su cd mat an toan thong tin
mang cua h¢ thong thong tin cua cac co quan nha nudc trén dia ban xi dé dua ra
phuong an dbi pho, tmg ctru su cd tuong ung, kip thoti, phu hop.

Xay du’ng phuong an, d6i pho, g ctru sy cd an toan thong tin mang phai
dat ra dugc cac ti€u chi dé co thé nhanh chong xac dinh dugc tinh chat, mirc do
nghiém trong cua su co khi su CO xay ra.

Xac dinh cu thé cac nguon luc, giai phap t6 chirc thyc hién va kinh phi dé
trién khai cac noi dung cua Ke hoach, bdo dam kha thi, hi€u qua.

Thuong xuyén trao doi thong tin, chia sé kinh nghlem trong cong tac bao
dam an toan thong tin gilta cadc co quan nha nudc trén dia ban x4; tdn dung su
phéi hop, hd trg ciia cia UBND huyén, S¢ Thong tin va Truyén thong

I1. NHIEM VU THUC HIEN

1. Tuyén truyen, pho bién cdc vin bin quy pham phdp ludt, tii liéu
hwéng din chuyén mén vé an toan thong tin mang.

- N0i dung thyc hién:

+ Quan triét toi tat ca luc lugng cong chuc, vién chue, nguoi lao dong
nguyén tac Ung ct su ¢d An toan thong tin (ATTT) mang la hoat dong quan
trong nham phat hién, ngan chan, khic phuc kip thoi sy ¢d ATTT mang va Hé
thong thong tin duoc klem tra, danh gia ATTT mang trude khi dua vao sir dung.

+ To chtic tuyén truyen pho bién, hu:orng dan noi dung cua Luat An toan
thong tin mang; Chi thi s6 41-CT/TW ngay 24/3/2020 cia Ban Bi thu Trung



wong Pang vé ting cuong phdi hop va trién khai dong bo cac bién phap bdo dam
an toan, an ninh mang; Chi thi s6 14/CT-TTg ngay 07/6/2019 cua Thu tudng
Chinh phu vé viéc ting cudng bao dam Jan toan, an ninh mang nham cai thién
chi s6 xép hang cua Viét Nam; Chi thi s6 18/CT-TTg ngay 13/10/2022 cua Thu
tuéng Chinh pha vé day manh trién khai cac hoat dong u’ng ctru sy cd ATTT
mang Viét Nam; Chi thi s6 13/CT-UBND ngay 04/11/2022 cta Chu tich UBND
tinh vé viéc day manh bido dam an toan thong tin mang va trién khai cac hoat
dong ung cliru su ¢6 an toan thong tin mang trén dia ban tinh Thanh Hoa va cac
vin ban chi dao, huéng dan cua S& Thong tin va Truyen thong lién quan dén
cong tac ATTT mang va ung clru sy ¢O ATTT mang, cac tai li¢u hu’ong dan
chuyén mon vé an toan théng tin mang, day manh tuyen truyén trén cac phuong
tién thong tin dai chung, Trang thong tin dién tr cua xa,
- Don vi thyc hién: Cong chirc Van phong UBND, Cong chirc Van hoa.
- Pon vi phdi hop: Cong an xi
- Thoi gian thuc hién: Thyc hién thudng Xuyen

2. Trién khai cdc bién phdp phong ngiva sw co

- Noi dung thuc hlen
+ T6 chirc trién khai bao dam ATTT mang day du theo mo hinh 4 16p tai co
quan UBND xa.
+ Xay dung Ho6 SO dé xuat cap d6 an toan hé théng thong tin. Bao dam h¢ thong
thong tin dugc trién khai diy du phuong an an toan hé thong thong tin theo cap
do.
+ Thyc hién khao sat, danh g1a cac nguy co, sy cd mat an toan thong tin mang
cua h¢ thong thong tin cua cac co quan nha nuéc trén dja ban xa dé dua ra
phuong an d61 pho, ung clru su cd tuong ung, kip thoi, phu hop.
+ T6 chirc giam sat, phat hién sém cac nguy co, su cd; kiém tra, danh gia an
toan thong tin mang va ph01 hop v6i can b ATTT mang thi xa Bim Son dé
phong ngtra su ¢6, quan 1y riii ro; phan tich, xac minh, canh bao su ¢, rai ro an
toan théng
tin mang, phan mém doc hai;
+ Sap xép, bd tri can bo du nang luc chuyen mon, co pham chat t6t dé dam
nhiém nhitng vi tri quan trong trong quan 1y, van hanh cac hé théng thong tin
clia cac co quan.
- Don vi thyc hién: cong chirc Van phong, Van hoa, Cong an xa.
- Pon vi phéi hop: Can bd ATTT mang UBND huyén Triéu Son, cac don vi lién
quan khéc.
3. Thoi gian thyc hién: Thuong xuyen
4. Chuén bi cac diéu kién ung ctru, khic phuc su ¢6 va kiém tra cic nguy co, su
cb an toan thong tin mang
- Noi dung thyc hign:
+ Trang bi, nang cap trang thiét bi, gia han ban quyén phan mém phuc vu ung
ctru, khac phuc su ¢06; chuan bi céc diéu kién bao dam, du phong cac nguon lyc
va tai chinh dé sin sang d6i pho, ing ciru, khic phuc khi sy co Xay ra; thué dich
vu ky thuat va tu van cac chuyén gia ing ctru su ¢0; tham gia céc hoat dong tap
huan, boi dudng.
+ Khong luu trlt co s¢ dir li€u, tai liéu c6 chira thong tin thu¢c pham vi bi mat
nha nudce trén may tinh co két nbi mang Internet, mang ndi bo.
+ Kiém tra an toan, an ninh thong tin d6i véi cac thiét bi dién tur, gidi phap cong
nghé trude khi dua vao st dung tai cac bd phan trong yeu co mat; loai bo triét



dé thong tin, tai liéu khi chuyén d6i muc dich st dung cac thiét bi duoc luu dir
li€u, tai li€u co chira thong tin thu¢c pham vi bi mat nha nuéc.
+ Klem soat viéc sua chira, thay thé trang thiét bi may tinh trong co quan, don vi
nham han ché viéc 16, mat thong tin, dir li¢u.
+ K1em tra hién trang va kha nang bao dam an toan thong tin mang d6i v6i hé
théng thong tin; du bao cac nguy co, su ¢ hé thong thong tin c6 thé xay ra, gy
ra sy ¢cO mat an toan thong tin mang; danh gia vé hién trang phuong tién, trang
thiét bi, cong cu hd trg, nhan luc phuc vu d6i pho, tng ciru, khic phuc sy ¢b cta
co quan.
- Bon vi thyc hién: Van phong UBND, Vin hoa, Cong an xa;
- Pon vi phdi hop: Phong Vian hoa va Thong tin thi xa.
- Thoi gian thuc hién: Thu:ong xuyen
+ Thyc hién khao sat, danh gla cac nguy co, sy ¢d mat an toan thong tin mang
cua h¢ thong thong tin cua cac co quan nha nuéc trén dia ban xi dé dua ra
phuong an d6i pho, img clru su cd twong ung, kip thoi, phu hop.
+ T chirc giam sat, phat hién sém cac nguy co, su co; klem tra, danh gia an
toan thong tin mang va can b0 UBND thi xa phu trach su ¢ ATTT mang dé
phong ngtra su ¢, quan ly rui ro; phén tich, xdc minh, canh bao su cd, rui ro an
toan thong tin mang, phan mém doc hai;
+ Sap xép, bd tri can bo du nang luc chuyen mon, co pham chat tot dé dam
nhiém nhitng vi tri quan trong trong quan 1y, van hanh cac hé théng thong tin
cua co quan.
- Don vi thye hién: Cong chirc Van phong, Vin hoa, Cong an xa.
- Pon vi phdi hop: Can b UBND thi xa phu trach su ¢c6 ATTT, cac don vi lién
quan khéc.
- Thoi gian thuc hién: Thu’ong xuyen.
5. Trién khai phwong an dam bao, khic phuc su ¢b 4n toan, an ninh mang dbi
v6i mot sb tinh hudng su cd cu thé.
- N0Oi dung thyc hién:
+ Trién khai cac Phuong an dam bao, khac phuc su ¢ an toan, an ninh mang d6i
voi1 cac hé thong thong tin cuaa UBND xa.
+ UBND cac xa, xd van hanh h¢ thong thong tin, chuong trinh rng dung phai
xdy dung phuong an déi pho, ting ctru su co.
- Don vi thyc hién: B phan phu trach ATTT mang x4,
- Pon vi phdi hop: Cong an xi, Cong chiic Vian hoa
6. Kinh phi thuc hién: Kinh ph1 thuc hién Ké hoach nay dugc b tri tir ngudn
ngan sach xa.

III. TO CHUC THU'C HIEN

1. Cong chirc Vin phong UBND

Phu trach vé tng ctru su ¢ an toan thong tin mang trén dia ban x4, 1ap du
todn kinh phi dam cho hoat dong ung ctru su cd khan cap vé an toan thong tin
mang trong noi bd co quan UBND xi. Cé trach nhiém theo déi, don dbc, ph01
hop voi Cong chirec Van hoa, Cong an xa, cac bo phan chuyén moén trong vi¢c
trién khai thuc hién Ké hoach nay.

2. Cong chirc Van Hoéa - xa hoi

Xay dung ndi dung tuyén truyen bao dam an toan thong tin mang cua co
quan UBND x& va dam bao hoat dong g ctru sy ¢d khan cip vé an toan thong
tin mang khi c6 sy ch sdy ra trong nd1 bd co quan UBND xa.

3. Cong chirc Tai chinh



Trén co s¢ du toan cua BO phan chuyén mon, tham muu cho Chu tich
UBND xa xem x¢ét, bo tri kinh phi thuc hién Ké hoach nay.

Trén day 1a Ké hoach thuc hién bdo dam an toan thong tin mang va trlen
khai cac hoat dong g ctru sy ¢d an toan thong tin mang trén dja ban xa Tién
NOng. Pé nghi can bg, cong chire UBND x4, don vi ¢o lién quan nghiém tac
trién khai thyc hién./.

Noi nhin: CHU TICH
- UBND huyén (B/c); S
- Phong Vian hoa-Théng tin (B/c);

- Trung tdim VH&TT huyén (B/c);;.

- Thuong tryc Dang ty, HDND (B/c);
- MTTQ va céc nganh,doan thé;

- Céc thon, don vi lién quan;

- Luu:VT.

Nguyen Pinh Toan
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